SCANNERS AND THE LAW: A CHRONOLOGY

by Bob Grove, President, Grove Enterprises; Publisher, Monitoring Times

1934 Congress passes the Communications Act, establishing the Federal Communications Commission
(FCC), and includes the visionary Section 605 which addresses the inevitability of interception of radio
signals, but prohibits the disclosure of the contents of such transmissions, or the use of their contents for
personal gain. (Exhibit A)

1986 Congress passes the Electronic Communications Privacy Act (ECPA), for the first time
censoring Americans historic right to the airwaves by forbidding listening in on severa types of radio
signals, including the radio portion of atelephone conversation. (Exhibit B)

The Cellular Telecommunications Industry Association (CTIA) issues public statements that
it will soon offer digital encryption systems to provide their customers privacy. 11 years later, these
privacy systems are only in an estimated 10-20% of the cellular market.

1989 Two prominent CTIA members, Uniden and Radio Shack, discontinue manufacturing several
scanner models with cellular frequency coverage, although follow-on models are easily restorable. Other
manufacturers continue to offer cellular frequency coverage since existing law forbids listening, not
manufacture. Many companies perform cellular restoration at the time of sale so that the censored
scanners will have the same frequency coverage as perfectly legal, competitive models.

1990 CTIA and the Telecommunications Industry Association (T1A) adopt the 1S-54 standard for
digital voice cellular encryption, called Time Division Multiple Access (TDMA). A secondary standard,
Code Division Multiple Access (CDMA) is also proposed.

1992 President Clinton signs the Telephone Disclosure and Dispute Resolution Act (TDDRA),
directing its implementation in 1994, but which contains no reference to radio scanners.

1993 The TDDRA is altered with a last-minute Cellular Amendment just before Congressional
adjournment, allowing little legislative scrutiny, and averting public awareness or comment, but banning the
importation or manufacture of scanners capable of receiving, or being readily altered to receive, cellular
telephone frequencies. (Exhibit C)

In response to an enormous outcry from concerned citizens, Bob Grove tiles formal commentary
with the FCC and asks to give testimony to the House Subcommittee to cite 20 potentially disabling
aspects of the Cellular Amendment to the pending TDDRA. (Exhibit D) Access to the Subcommittee is
denied, but Grove is alowed to come to Washington to talk with a Congressional aide and leave his
petition. No further response was forthcoming from the Subcommittee. Grove publishes for public
comment the list in the magazine, Monitoring Times. Public response was considerable.

The FCC issues Report to Congress on “Available Security Features For Providing Cellular
Telephone Privacy,” describing several voice encryption systems available to the cellular industry.
(Exhibit E)

1994 Congress implements the TDDRA

[llinois Attorney General Roland Burris issues a formal opinion that, under Illinois state law,
eavesdropping on cellular and cordless telephones is legal because there is “no reasonable expectation of
privacy.” CTIA issued a public objection. (Exhibit F)
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Radio Listening and the Law

“Unlike many hobbies, shortwave listening has
relatively few laws that restrict its
afficionados. |n fact, barring the illegality of
using a receiver as a murder weapon, the one
law that has any direct bearing on the short-
wave listener is the so-called ’secrecy law’."

When Mel Hickman wrote that in 1973, he
was right. Today, however, there are other
laws radio listeners must contend with_

Many states have laws restricting the use of
scanners Or other police band radios in
moving vehicles, and in certain other & cum-
stances. Unfortunately, the variety and
number of such state laws make a comprehen-
sive look at them impractical for this column.

Whatwewilldoislookatthemai npointsof
the two major federal laws regulating radio
listening: the "secrecy law” (The Communica-
tions Act of 1934, #705) referred to above,
and the recently amended Electronic Commu-
nications Privacy Act (ECPA).

The Secrecy Law -

The secrecy |law, technically known as 47
USCS #6405, was first enacted in June of 1934,

and last amended in Oaober of 1984. (You
may also see it referred to as the Communica-
tions Act of 1934, Title VI, #705). Its pur-
pose from the beginning was to provide those
using the radio to transmit private messages
with a measure of security by making it illegal
to disclose the contents of a transmission to
anyone other than the intended party.

Nothing in this law restricts listening to

private communications, only the listening

and disclosure Of such transmissions Thus, it
comes into play only when a listener attempts
to verify (QSL) a nonbroadcast station. But in
order to fully understand the law, you unfortu-
nately will have to read it, and for Congress
purple prose, | apologize in advance!

(a)Except as authorized by chapter
119, title 18 United States Code [18
USCS ##2510 et seq.-the ECPA],
NO person receiving, assisting in
receiving, transmitting, Or assisting in
transmitting any interstate or foreign
communications by wire or radio
shall divulge or publish the existence,
contents, substance, purport, effect,
or meaning thereof.... (1) to any
person other than the addressee, his
agent, or attorney, (2) to a person
employed or authorized to forward
such communication to its destina-
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tion...(S) in response to a subpoena
issued by a court of competent juris-
diction, or (6) on demand of other
lawful authority. No person not
being authorized by the sender shall
intercept any radio Communication
and divulge or publish the aistence,
contents, substance, purport, effect
or meaning of such intercepted
communications to any person. NO
person not being entitled thereto
shall receive or assist in receiving any
interstate or foreign communication
by radio and use such communica-
tion (or any information therein con-
tained) for his own benefit or for the
+ -+ benefit of another not entitled
thereto. NO person having received
any intercepted radio communica-
tion or having become acquainted

: with the contents, substance, pur-
port, effect, or meaning of such com-
munication (or any part thereof)
knowing that such communications
~was intercepted, shall divuige or
publish the existence, content, pur-

port, effect, or meaning of such com-

* " * munication (or any part thereof) or
use such communication (or any
information therein contained) for
his own benefit or for the benefit of
another not entitled thereto. This
section shall not apply to the receiv-
ing, divulging, publishing, or utilizing
the contents of any radio commu-
nication which is transmitted by any
gtation for the use of the general
public, which relates to ships in
distress, or which is transmitted by
an amateur radio station operator or
by acitizens band radio operator.

(d(DAny person who willfully
violates subsection (8) shall be fmed
not more than $1.000 or imprisoned
for not more than 6 months, or both.

(2)Any person who violates subsec-
tion (a) willfully and for purposes of
direct or indirect commercial advan-
tage or private financial gain shall be
fmed not more than $25,000 or
imprisoned for not more than 1 year,
or both, for the first such conviaion
and shall be fined not more than
$50,000 or imprisoned for not more
than 2 years, or both, for any subse-
guent conviction.

(3) [provisions for civil litigation
based on this section and providing

> a7

MONITORING TIMES

for remuneration of any damages
suffered]

As a note. Congress uses the word “intercept’
to mean “receive”, not what you wuld expect
from the common meaning of the wrd

The details are there if you care to wade
through the language, but in a somewhat
oversimplified nutshell, #60S provides that a
listener may not divulge the content or even
the existence of a two-party transmission,
except for distress calls, and.ham and CB
transmissions. Similarly, a listener receiving
such transmissions may not use the informa-
tion gleaned for his own benefit. In other
words, while it is OK to listen to anything you
want, you cannot, for exampie, send a recep-
tion report to 3 Coast Guard station disclos-
ing you heard it while it was handling traffic.
Even if you do not mention the name of the
ship it was in contact with, or what was said,
the mereexistence of the transmission may not
be disclosed. Under the law, such a report
would be improper, since it would "benefit” a
person other than the intended addressece,
namely, the listener seeking the QSL.

On the other hand, if you waited until the
Coast Guard station began reading the
maritime weather report or the latest Notice
to Mariners, and submitted a report on that
transmission you would be doing nothing ille-
gal, since the transmission was not meant for
anyone in particular. It falls under the "com-
munication transmitted by a station for the
use of the general public’ exception.

This law was meant to allow people using
radio for private or semi-private communice
tions some assurance that their words would
not become front-page news, and was never
intended to insure "privacy” in the absolute
sense of that word. This purpose is acknowl-
edged in the case entitied “Re Roberts Flying
Service, Inc, aal” [30 FCC2d 823 (1971)].
Although that case attempts to say #605 does
prohibit listening alone, it concludes by saying
that the section does not protect the expecta-
tion of - “full privacy" but only the user's
expectation that his communication will not
become “generally public” or used to his detri-
ment.

However, the way this section has been inter-
preted specifically aduda a situation that
the framers of the US Congtitution would
have been concerned about if radio had been
around in 1788: reception and use of trans-
missions by police and other government
officers, and the “unreasonable search’
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ramifications of a policeman listening in, for
example, On your wireless telephone. Title 18
of the US Code, and specifically the ECPA,
covers such Fourth Amendment concerns.

Contrary to theimpression many radio hobby-
ists have, the ECPA actually is designed to set
forth circumstances when it is alright to
“intercept” a communication - thus the refer-
enceto it in the Secrecy Law. The basic pur-
pose behind Title 18 originally was to flesh out
the requirements of the Fourth Amendment
securities, and provide guidance to police and
other officials about what constitutes proper
behavior within the Constitution.

However, in the process of telling us - and the
police - when it is OK to receive electronic
signals (like when you have a search warrant
issued with probable cause) the ECPA also
tells us that under any other circumstances it
isnot OK to listen in on others' transmissions.

But that is getting ahead of the story. The
ECPA, technically, 18- USCS #2510 et.seq.
was first enacted in June of 1968, and dealt
only with wire and oral éommunications. In
1986 it was modified by Congress to aso
include radio communications, and the name
of the law was changed to the ECPA to reflect

that. The text relevant to radio listenersisin- .* -

#2511

(1) Except as otherwise provided in
this chapter any person who -

(8 intentionally intercepts, endeav-
ors to intercept, or procures any
other person to intercept, endeavor
to intercept, any wire, ora, or elec-
tronic communication... [(b) refers to
oral communications only]

(c) intentionally discloses, or endeav-
ors to disclose, to any-other person
the contents of any wire, oral, or
€l ectronic communication, knowing
or having reason to know that the
infotmation was obtained through
the interception of a wire, oral, or
electronic communication in viola-
tion of this subsection: or

(d) intentionally uses, or endeavors
to use the contents of any wire, oral,
or electronic communication, know-
ing or having reason to know that
the information was obtained
through the interception of a wire,
oral, or electronic communicaion in
violation of this subsection; shall be
punished as provided in subsection
(4) [which provides for fines and

imprisonment for upto 5 years}...

Again, the way Congress uses "intercept” in
this law also means “receive’. Unfortunately,
unlike the language of the secrecy law, Con-
gress here did not use the phrase “and
divulge” when describing what was prohibited
Therefore, under the ECPA, merely listening
to a transmission is, on it's face, illegal.

But all is not so grim. Congress realized that
the language above, left to itself would make
listening even to a broadcast station illegal,
and thus was overly broad Subsection two
goes on 1o list the exceptions to the general
rule set out above.

LT (2. .- (@ It shall not be unlawful

.- under this chapter..for any person -
Y- (i) to intercept or access an elec-
-+ tronic communication made through
an electronic communication system
that is configured so that such elec-
whic communication is readily
. accessible to the public
(iii to intercept any electronic com-
. .. munication which is transmitted -
e () by any station for the use of
. the general public, or that relates to
ships, aircraft, vehicles or persons in
distress;
S (Iby any government4 law
... enforcement, civil defense, private
~+1. land mobile, or public safety commu-

;.. nications system, including police

2.7, and fire, readily accessible to the

©  general public; (Ill) by a station
operating on an authorized fre-
quency within the bands allocated to
the amateur, citizens band, or gen-
eral mobile radio services; or

(V) by any marine or aeronau-

tica communications system...(or)
(iv)to intercept any wire or elec-
tronic communication the transmis-
sion of which is causing harmful
interference to any lawfully operat-
ing station or consumer electronic
equipment, to the extent necessary
to identify the source of such inter-
ference;

There is a sentence in those exceptions that |
believe Congress did not fully appreciate:  “It
shdll not be unlawful under this chapter...for
any person...to intercept or access an elec-
tronic communication made through an eleo
tronic communication  system that is
configured so that such electronic commu-
nication is readily accessible to the public.”

MONITORING TIMES

To paraphrase tax specialists, that is a loop
hole you can drive a truck through. In my
interpretation, that phrase means if it is
unencoded, you can listen to it. Period In
fact, even if it is encoded, so long as you do
not attempt to decode it without authoriza-
tion, you can listen dl you want. You are not
intercepting the “communication” if you do so
- you are only intercepting the transmission,
which is something the ECPA does not
address

Unfortunately, Congress certainly did intend
to restrict what we could listen to via the
mechanism of the ECPA. That intent was
made painfully clear by discussions in commit-
tee when the law was passed, and it was
revealed that based on the requests of cellular
telephone manufacturers and others, Con-
gress believed it appropriate to restrict the
genera public’s ability to legally monitor two-
party transmissions. Fortunately, the law as
passed (and even as originally proposed) does
not do what Congress set out to do!

In short, as presently written neither law dis-
cussed above prohibits hobbyists from listen-
ing to transmissions of any sort, provided that
if they are encoded, the hobbyist cannot
attempt to decode them without authoriza-
tion. The Secrecy law does prohibit disclosure
of the existence or content of certain trans-
missions, however, primarily to ensure some
degree of privacy for the people using radio as
a private communication medium. | believe
that latter goal is appropriate - even though it
does mean inconvenience for DXers seeking
QSLs - given that radio is meant to be a
useful technology.

| do not believe Congress is acting within the
nation’s best interest in attempting to prohibit
reception Of two-party transmissions, but that
isadrum you will likely hear others beat. At
any rate, the ECPA as currently enacted does
not prohibit “unauthorized” monitoring of
two-party communications

Kenneth Vito Zichi is a General Practice attor-
ney admitted to pmctice in both Federal and
State courrs in Michigan. He is a graduate of
the University of Michigan Law School, and a
member of the Michigan Bar and Livingston
County Bar Association, as wefl as the Amen’-
con Bar Association and the Association of
Trial Lawyers of America
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ASSOCIATION 8 RICAN RADIO CLUBS
Robert Horvitz
Government Affairs Lisison

1634 15th Street, N\ 10 Cctober 1986 Telephone: (202) 232-3677

Washington, D.C. 20009
Preliminary Analysis of the El ectroni ¢ Communi cati onS Privacy Act

The Electroniz Conmuni cations Rivacv Act of 1986 (ECPA) passed both Houses
of Congress at the start of October. The-radio provisions of the ECPA go into
effect 90 days after it is signed by the Resident - that is, sometine In
md-January, 1987. The final draft of the bill is printed in the Cctober 1st
I ssue of the Congressional Record, starting on page S-14441. Here is a
prelimnary analysis of the new law as it affects radio nonitoring.

(Note:  The Senate Judiciary Committee's report interpreting the ECPA
has not yet been released. -Wthout that report, our analysis cannot be
conplete or definitive.)

% ok k % %k k k %k %k %k %k %k %k % % %k %k % % %k %k % %k % %k %k %k % % %k k %k % % *k %k k k %k X

What the ECPA Does

The ECPA anends US Code Title 18, Chapter 119, the federal |aw governing the
interception of "wire" and "oral" communications, to protect a newlegal
category, "electronic commnication." It sets newrules for electronic
surveillance by |aw enforcement agencies, and for investigative access to
electronic mail and conputer files. It also increases crimnal penalties for
malicious interference with satellite transm ssions.

. "Hectronic comunication" is defined as "any transfer of signs, signals,
witing, Inages, sounds, data, or intelligence of any nature transmtted in whole
or inpart by awre, radio, electromagnetic, photoelectronic or photooptical
system that affects interstate or foreign comrerce, but does not include-

(A) the radio portion of a cordless tel ephone communication...;
(8) any wire or oral conmunication;

(C) an; communication Nade through a tone-only gagi ng device; or
(D) an comfmmidatabhon from a tracking device...

Radio and wire transmssions are thus merged in this new term However,
the new law al so retains and adapts the earlier legal definition of "wire
comuni cation” as a category separate from 'electronic conmunication.” "Wre
comuni cation' now neans vol ce tel ephony, regardl ess of whether transmssion is
by wire or radio. The term"oral communication" is clarified to exclude voice
transmssions by wire, radio or other electronic means. |n other words, non-
voi ce conmuni cations by wire are considered "electronic' conmunications, as
are communi cations by radio which do not involve telephone transm ssion.




Prelimnary Analysis of the ECPA ANARC, page 2

Unaut horized interception of the radio portion of a "wire" or "electronic"
comuni cation carries |esser penalties than does interception of the wire segnent
of the same communication - if it's not for an illegal, comercial or "tortious"
[l awsuit-susceptible] purpose. See the 'Penalties" section, below, for details.

VWat My Legally be Monitored

* Any marine or aeronautical radio comunication

* Any Amateur, CB or Ceneral Mbile Radio Service transm ssion

* Any communication transmtted 'for the use of the general public, or that
relates to ships, aircraft, vehicles, or persons in distress"

* The radio portion of cordless telephone conmunications |inking the handset and
base unit

* Tone-only paging signals

* Certain types of audio subcarriers (to be specified in Senate report)

* Signals causing harnful interference to "any lawfully operating station or
consuner electronic equipnent, to the extent necessary to identify the
source of such interference'

* Satellite transmssions of 'network feeds,’ sone audio subcarriers, and
cabl e programm ng covered by Section 705(b) of the Communications Act

* Any governnental, |aw enforcenent, civil defense, private |and nobile,
or public safety (including police and fire) radio comunications system
which is '"readily accessible to the general public’

*¥ Any other electronic communication made through a system'configured so that
such el ectronic comunication is readily accessible to the general public

In nost cases, radio conmunications defined as NOT 'readily accessible wll

be illegal to monitor, unless one of the above exenptions applies. "Readily ac-
cessible to the general public" is defined to nean that the communication is NOT:

scranbl ed or encrypted

"transmtted using nmodul ation techniques whose essential paraneters
have been withheld from the public with the intention of preserving
the privacy of such communication' [the House report says this neans
spread- spectrum signal s];

‘carried on a subcarrier or other signal subsidiary to a radio
transm ssion; "

"transmtted over a communication system provided by a conmon carrier’
(except for tone-only paging signals);

transnmtted on frequencies allocated under FCC rules part 25
[communi cation-relay satellites]; part 74(D) [renote broadcast pick-
up stations]; part 74(E) [aural broadcast auxiliaries, including

studio-to-transmtter [links]; part 74(F) [television broadcast
auxiliaries & studio-to-transmtter links]; or part 94 [private fixed
m crowave] .

As nentioned above, some exceptions override the general ban on reception of
al legedly "inaccessible" signals. For exanple, the radio enissions of a cordless
phone may be nonitored, even though it relays common carrier conmunications
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Simlarly, marine and aeronautical radiotel ephone signals are legal to nonitor.
(I'n contrast, phone-patches in the 800 Mz Specialized Mbile Radio service are
legal |y protected, since the phrase "readily accessible' qualifies the exception
for private land nobile radio, which includes SMRs.)

The forthcom ng Senate report on the ECPA is expected to identify types of
audi o subcarriers that may legally be nonitored, even though the new | aw decl ares
all subcarriers to be 'inaccessible." (Taken literally, that makes listening to
FM stereo broadcasts, and the audio portion of TV broadcasts, federal crines!)

Al t hough broadcast renote pick-up (RPU) stations authorized under FCC part
74(D) are declared to be "inaccessible," they operate near 26, 153, 161, 166,
170, 450 and 455 MHz, usually with city-w de audio coverage. Used by broad-
casters to coordinate the coverage of events outside the studio, RPUs can be
received on nost scanners. Indeed they are favorites among scanner owners
because of their newsgathering role. As a result of an amendment introduced
by Sen. Paul Sinon at ANARC's request, the ECPA creates no crinminal liability in
monitoring RPUs when the nonitoring is for no bad purpose (but see next section
for civil liabilities).

Penal ti es

For nost unencrypted radi o comunications protected under the ECPA
intentional unauthorized interception carries a crimnal penalty of up to one
year in jail and/or a fine of up to $100,000 - for a first offense which is not
for a bad purpose -i.e., 'not for a tortious or illegal purpose or for purposes
of direct or indirect conmercial advantage or private comercial gain.'

If it is a 'public land nobile radio service' conmmunication (i.e., a cellular
or a traditional IMIS radiotel ephone call), or any type of paging except for
tone-only, and the signal is not scranbled or encypted, and if the interception
is intentional but not for a bad purpose, the penalty for a first offense is a
fine of up to $500.

If the communication is scrambled or encrypted, or the interception is
for a bad purpose or is a second or subsequent offense, the penalty is up to 5
years in jail and/or a fine of up to $100, 000.

Intentional interception of an unencrypted part 74(D) transm ssion, wthout
bad purpose, carries no crinmnal penalties. However, the federal government may
seek a court injunction against a specific interceptor, and assess civil damages
of up to $500. Any violation of the injunction carries with it a mandatory $500
civil fine, liability for any actual damage suffered by the plaintiff, or
statutory damages of up to $1000

Any crimnal violation of the ECPA exposes the interceptor to civi
liabilities (risk of a lawsuit). For any violation other than those described in
the |ast paragraph, courts may reclaimany profits nade fromor danages caused by
the interception, or assess statutory damages of $100 for each day of violation
or $10,000, whichever is greater



% Prelininary Analysis of the ECPA ANARC, page 4

Intentional vs. Inadvertant

- The ECPA makes it a federal crine to intentionally intercept, disclose or
use €l ectronic comunications protected under this Act. Even "endeavors to
intercept" are a crime [section 2511(1)(a)]. That is, merely trying to intercept
a protected communication is a crime, even if yoi don't succeed ~ Under the ECPA
acting on the intention is sufficient to constitute a crine.

Cbviously, the exact legal neaning of 'intentional" - and the kind of proof
required to establish intent in court - are crucial. The House report says
intentional means that acquiring the contents of an electronic comunication is
one's "conscious objective." According to the House report, requiring intent
"srecludes the application of civil or crimnal liability for acts of [nadvertant
interception." [enphasis added] However, the report adds, "The term
“intentional' does not require that the act was commtted for a parficular
purpose or notive," [enphasis added]

The ECPA thus does not crimnalize an act so nuch as a "state of mnd or
attitude relating to the act. Interception achieved by accident is not_a crine.
Unfortunately, this distinction is rather nurky in the case of recreational
scanning with a nultiband radio receiver. Does casual browsing constitute
intentional or inadvertant interception? what about autonatic band searches?
and what constitutes proof of intent - possession of a frequency list? W hope
for answers to some of these questions in the Senate report. In any event,
requiring proof of intent should limt a hobbyist's chances of being successfully
prosecuted for recreational monitoring that causes no detectable harmto those
whose radi o conmuni cations were tuned in

Surreptitious Interception Devices

An easy way to enforce the ECPA would be to crimnalize ownership of devices
capabl e of receiving protected communications. In fact, the ECPA amends sections
2512 and 2513 of US Code Title 18 in an attenpt to do just that. \Wwen the new
law goes into effect, it wll become illegal to manufacture, assenble, possess,
sell, advertise or send throu?h the mail any electronic device whose design
"renders it primarily useful tor the purpose of the surreptitious interception of
wire, oral, or electronic comunications.

Due to inprecise drafting, the ECPA's ban on "surreptitious interception
devices" does not distinguish between electronic comunications that are legal to
receive and those that are illegal. Depending on how the word 'surreptitious' is
defined, a AM-FM broadcast receiver concealed in a stuffed animal could qualify
as an illegal device; simlarly, a mcroconputer with a nodem and built-in code-
breaki ng software mght constitute an illegal device, depending on how the word
"primarily" is defined. W can only hope that the Senate report defines
surreptitious interception devices in a way that is both clear and narrow. W
al so hope for insight into the new |egal status of subcarrier tuners, voice
inverters (sinple descranblers), teletext readers, radioteletype termnals wth
bit-code translation features, and programmbl e scanners.
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- iNSR o DUITION.

l. By this acron. the CommisSion proposes to 2mend
Parts 2 and 13 07 .5 cuies (0 Dronibi the macnutacture or
impornartion of radio scznners capable of receiving fre-
guencies allacared tn the Domestic Pubiic Cellular Radin
Telecommunications Saervice.! This 3ction IS in response to
the Telephone Disclosure and Dispute Resolution Act
{Act), Pub. L_102-536. The proposed rules are intended ro

+ increase the privacy protection of cellular telephone users
/ . without unduly restricting legirimare uses of scaaners.

'

- BACKGROUND

2 The Domestic Public Cefiutar Radio Telecommunica-
‘tions Service (“Cellular Radio Service™)provides telenhone
service 1o mobile customers. Cellular tetenhones use fre-

—quencies in the bands 82:-8<9 MHz and §69-893 MHz 1o
coanect their users to other celivlar svstem users and co
.-the Public Switched Telephone Network.

3. As defined within our rules scaaning s2ceivers or
"scanaers.” -are radio receivers tharautomaticaliy switch
herweea four ormore frequencies anvwhere witnin the
30-960 MHz band.’ {n order to contro{ rheir poteatial to
cause harmful interference to authorized radio commu-
nications. the ruléy requite that scanners receive aN equip-
ment authorization (certification) from the Commission
prior o marketing.* The Electronic Comeunicatioas Pri-
vacy Act Of 1986. Pub. L. 99-308. in par. made itillegal to

23

! The Commission’s ceguiations reqarding the Domestic Pupiic

Cellular Radie Telecommunizations Service are set forth in Part
.?.2 uf the FCC rules. 47 CFR Pam 22 Subpart &

= See 47 CFR Section (S3(v).

-f Sce 47 CFR Sectioas 15.101(a) and LIN3 et we.

© See 18 U.S.C. Sec. 2511, 2512,

tarenonaily inrersem cellviar commuenicagians ar ¢ maa-
UmaCTUre Sguipment DrtMAryv wsetui fOT the surreptitious
inrerception of cetlulac communicatiomi.’ Hawever, the
Commision was not given specific autnority w© deny
cquipmeat autnorization to scanaers thar receive celluiar
Fraguencics. As 3 result scanners capaoie of receiviag cci-

ar fregquencies ar2 routtnety auchorized by the Commix-

4
<. ia the 2. - -2 years. 22 aifferent modes of scanning

:etvars cans- - o recmiving Ceunclar teiephoae transmus-

s have bewr Ssued gran:s of egwipment aurnoci=uon.

iring this ssme per:iod. ten other modeis <capabie of

aing irequencies berween 8U6 and 900 MEHz excep: tor

s cellular bands have aiso been authorized. Scverz! pun-

arions currently on the market daseribe relatively simple

wiifications thit uwsers ¢can make t0 many of the latter
iniag receivers (0 cnabic thar equipment W receive

Auiar telepnone traasmissions.

5. Cn Ocroner 18. 1992 the Presiacatr signed the Ucis-
phone Disclosure 2ad Dispure Resolution Ac into iaw
Section 403 of this Act amenas the Communications Act o¢
1934 (47 US.C. Section 302) by requiring tkat by April 26.
1993 150 aays after enactmenct of the Act). tne Commis-
r2n prescribe a2nd make emective rcgulations denvngz
-luioment authorizanoq for any sCInning receiver (nat

20

“aceiving FansTMUsSIoNs in the trequencess ailocas=y
0 the domesuic ceiular radio service.

- readily being altered by the user tc receive roes-
caissions in such frequencies. or

= bemng equippec with decoders tha: cocver: digiss.
cenular ransmissions (Q analdg voice audig.

Funtaer. acw Section JUNWNZ) provides that. pezinaing
oae year aiter tne eifective date of the regulations adopteu
pursuant to paragraph (di(i). no receiver having such ca-
pabilities shaill be manufzctured 1 the United States or
tmported for use in (he Unitec Srates.’

DISCULSS1ON

0. ln 2ccordance” with Section <U3 of the Ace. we are
proposing to deny equipment authorizaton v rcanaing
recervers that tune trequencies used by ¢eiluzr “hgpnsnes.
We are aiso proposing 10 require appit@nts for lne au-
thonzanion ot seaning receivers (O include 1a iheir aps
RC2UONS 2 staiernenc gectaring that rheir receiiars canaa!
he tuned 0 recerve cellular telephuae ransmissions.

7. Developing reguiduions (hat deey equiptaen! authori-
200N o scanaing receivers capabie of “readiiv neing 2i-
tered Uy (ne  user” (0 recewve Cellular  ce:esnone
{rAASMISSIONs 15 somewhat more compiiGted. Most of (ne
alierations that users can readily accompiish are possibte
hecause the microprocessor chips that conwrol the tuning
cireuitry of many scanning receivers are designed to re-
ceive cetlular telephone transmissions. Manv scanners are

see Telephone Disclosure and Dispute Resoiution AST. rugrd..
Seciion 3. Section 13 2i%0 ceguires thac the Comumivsiua
report 0 Corgress. by June 1. 1993, on 3viilable segurity fea-
tures for both analog 2ac digital cetlular radio signals. This
reportiag cequiremen: will be dealt with separatels fram this
acecding.
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marketed worikdwide, and some couniries do itot prohtht
scanning of the 824-83 MHz and 869-894 MHz nands.
Prior tomarketing one ottnese receivers in the United
states. the manafacturer can choose to defeat the aoility @
receive cellular transmissions by adding a simpie compo-
nent sucn as a resistor. dioue or jumper wire to the re-
ceiver’'s printed circuit hoard. In order to restore celiutar
coverage. the user simply hasio remove tne component
that was added to block vut this coverage. It is clear from
the legislative history of the Telephore Disciosure and
Dispute Resotution Act that Congress intended the Com-
mission to craft rules that preclude such simpic madifica-
tions.”

8. We are proposing to require that scanning receivers be
incapable of being readily altered by the user to operate
within the celiular banas. To assist us in determining
whether a scanner complies with tnis requirement. we
propose to require applicants for scanning receive: equip
ment authorization to include in their applicatians a srate-
ment piedging that their receivers cannot be readiiy altered
to receive cellular telephone transmissions. We also pro-
pose to prohibit tne authorization of any scanning receiver
for which cellular coverage can be restored by cutting. or
adding. a simple component such as a resistor. diode or
jumper wire. or for which cellular coverage can be re-
stored by unplugging a semiconductor chip and/or piug
ging in a new one. We soiicit comment on this proposed
reporting requirement and on the definition of “readilv
altered.” We aisoseek comment on whether additional!
information. such as why the receiver cannot be readily
altered. should be required.

9. In compliance with the requirements of the Telephone
Disclosure and Dispute Resolution Act. we propose to
deny equipment authorization 10 any scanning receiver that
can be equipped with decoders that convert digital cellular
transmissions to analog voice zudio. We invite comment on
the potential impact of thes requirement on existing models
of scanning receivers.

1U. There currently are a number of frequency convert-
ers on the market tnat convert celluiar radio rransmissions
intne 800 MHz band to lower frequencies. These devices
can pe usedir conjunction with scanners that receive
trequencies below {00MH:z to enabie the reception of
. celiutar telephone transmissions To allow such converters
co be marketed would be inconststent with the intent of the
Act. Accordingly. we are proposing to deny equipmeant
autnorizauon to converters that rune. or can be readily
altered by the user co tune. cellular telephone freguencies.”
We wili require tnatappitcantstor FCC eauipment au-
Lnorizaton o trequency coaverters used with scanners in -

"

See Congresstona! Record Senate, crover 4. W2 2t
SiTLIl

One obvious way 10 agaress tnese requirements st require
scanning receiver manufacturers 10 design microprocessor chips
that are nor capable ottuningceliulartransmissions i tne first
place. Tnissotution could increase tha <ost. atleast in tne short
term. Of DringiNg N e U CAINMAINE receivers (0 market because
mxroprocessor caipswould nave 10 be redesigned. e recoy-
nize matl tots solutlon might ool he etfective if repiacement
microprocessors were on ine marke: that could b e easity
switched withthe original mxroprocessor in order 0 restore
ceiiular coverage. Weseek comment ON whether we shouid
adopt regutations tnar require that N0 SeMICORAUCIOLS 1N Xan-
ners be instaliea in sochets 0: inal prohipit certain mMicroproces-
sor moaels

clude e thewr applicanons 2 statement pledginz gt e
~onLerters cannot he eastly aliersit e engbie 2 ~Conner (o
receive cetlular transmissions. We scek ¢omme =0 59 whert -
er this siatement should also inctudz ev -
why the canverter cannor he easilv modift-

1.. Under the ruleswe are proposing. if the Commisaior
discovery evidence that a scanning receiver. ar 2 neguencs
converter used withascanning receiver. car perecdily
altered to iunc cellular frequencies after it has recened 2
grant of equipment authorization. the Commission wiii
ronsider whether cne grant shouid be revoked. and whether
the manufacturer(s). imporier(s). wholesaler(s) and rerati-
er(s) ot the receiver ~should be suntect (0 enforcemen:
action tor violating Section 362 of the Communrications
Act of 1934, as amended. and the Commission’s ruies*

12. The proposed rules are skuvin In Appendix A.
reievant text of the Teiephone Disciosure and Dispute ”
olution Act is showninAgpendixB.

ot KNS LS R olid

PROCEDURAL MATTERS

I 2. [nial Regulatery Flexibuity Anatvsis. Pursuzant o the
Rezgulatory Flexibiluy Act of 198). 3US.C. 603. tne Com-
mission’s inial anatysis v as folicws:

L. keason for Acuon: The Telephone Disclosure ard Dis-
pure Resolution Actregutres this acticn to ne taken.

ti. Objecuve: The onjective 0f the proposed rules o
nelp ensure the privacy of participants in cellular et
phone conversations hysigntfican:iv reducing the gva:iz»-
iy of scanning receivers tha: can be used to eavesdronor
these conversations.

IIl. Legal Basis: Action is proposed in zccordancewirh
Sections 4(i). 302(d). 303(f). 303(g) and 3N3(r) of the Com-
munications Act of 193¢. as amended. and Pub. L .{3-354

| V . Descripuon, potential impact and nurtber 0f smal!
enuities affected: The proposed changes in the reculations
would likely affect fewer than 50 smzllentities Manuefac-
turers of scanning receivers. or frequency converters usesi
with scanning receivers. that Can receive. or he easity ai-
teredd to receive. cellular elenhone transmissionswouidhbe
required to modifv their desizas. These manufscturer
wouid also be reguired tC provide wiitten statemenss in-
dicaung that tneir devices canno: be eavriv altered when
they submu: applications for edu:pment authorization. This
would result 1n SOMe expense to manutaclurer;.

V. Any significant alternative runinusing the :mpact
small enitttes and consistent witiz the siated objectices Nane

These conveners are receivers sUMEST 10 autnarization uader
e notificanon procecure. See <7 CFR Secuoe !5 000 We are
no: propostag to sublect cabie television converters. or similar
devices tha: mayv be capable of turinyg 1o cellular frecuencies, 1.
these requiremen:s

Sinctions may include adreinisirative fines 07 op co S MK,
ot each vwoiatioe or for each way 0¥ a fontimuiny violatien v
1o 2 10t of $73.00. Thev mav also irciude fecerai court cin
serzare and forieitace ©f 1he non-comipliant ecuinmert ‘moern
tery: sad/or issuance ¢f 2 federal court infunction aguns [
tner violations: and:or cr:minai peralties. upon convictioa o
crimunal fine of up to SUKLIWK) for tngividuals, 32 ian. iy
ureanzauons. and/or imprisonment. for ndividuats, far oo
one year or more. See -7 U.S.C 501 aad 303 ang s USC
332 3ng 3ET




v, Comment Duates. Pursuant to appheante procedures
set forth nSections 1.4{3 and <18 of the Commissior™s
Rules. 47 CFK Sections |.4 13 and 1.418, interested parties
mavtiie comments on or before February 22. 1993. and!
repiy comments on or hefore March 8. 1993. These ahbre-
viated comment periods are necessarvto compiy with the
requirements in the Taiephone Disclosure and Dispute
Resotution Act. and are untikeivte be extended. To file
lormauy in tats proceeding. vou must file an originat and
1our copies ot ali comments. reply commernts. and support-
ing commen:s. If vou want each Commissioner to receive a
personal copyof your comments. vou must file an originai
plus nine copizs. You should send comments and renty
commeats (o Ofiice of the Secretary. Federa Communica
tions Commission. Washington. DC 20554 Comments and
reply comments will be available for nublic inspection
during regular business hours in the dockers Reference
Room of the Federa Communications Commission. 1919
M Siree:. N.W., Washington. DC 20534,

L 5. £x Parte Ruies - Non-Restricied Proceeding. Thisis a
non-restricted notice and comment rule making proceed-
ing. Ex parte presentations are permitted. excep: during rhe
Sunshine Agenda perwd. provided they are disclosed as
provided in Commission rules. See generaliv 47 CFR Sec-
tons 1120201203 and 1.1206(z).

16. For turtner informanon on this proceeding contact
David Wilson. Technical Standards Branch. Office of En-
gineering and Technology. X2-653-8 138.

FEDERAL COMMUNICAT{ONS COMMISSION

Donna R. Searcy
Secretary

APPENDIX A

Part = ot Tiie 47 of the Code of Federal Reguiations is
proposed 0 he amended as follows:

* PART 2-FREQUENCY ALLOCATIONS AND RADIO
TREATY MATTERS: GENERAL RULES AND REGULA-
TIONS

I, The autnerirs cuation for Par 2 continues to read as
foltows

AUTHORITY: Sec. 4,302, 303 and 307 of the Commu-
nications Act of 1934, as amended. 47 C.S.C. L34, 1544,
302, 303, 303(r) and 307.

2. Section 975 15 amended by adding 2 new paragragh
fais) w read as follows:

Secuon 2.973 Application for notification.

.-

(3] Aprphaatons 107 (ae aeuiicanton of receivers con-
tained o freguency Jonveriers wsad wilh scanming receners
shall he actomparnied hy an exnnt ind:zaning comophance
WItn (ne provisions of Section (5 121 of this Chanter

3. Secuton 1025 s amenaed oy adiing @ new paragrann
(b 1Z) 10 read as f0nowy

Section 2.1033 Application for certification

(it

12 Applications for rhe certification of scr-irgracer-
ers under Part 13shall be accompanied hy an exhihe
indicaung compliance with  h e prostsions of Section
13,131 of this Chapter.

Parr {3 of Title {7 of the Code of FederaiReguiasionisis
proposed to be amended astoliows

PART i 3~-RADIOFREQUENCYDEVICES

i. The autnories citation for Part !5 continues to read as
fuitows:

AUTHURITY: Sec. 4. 302, 363 and 307 of the Commu-
nications Act Of 1934. as amended. 47US.C.134.302,301
and 307.

1. Section 13.37 is amended b revising paragraohih)
and adding a new paragraph (f}.tc read asfoiiows:

Section 15.37 ‘Transition provisions for compliance with
the rules.

3o oo one

(b) * = # In addition. receivers ale suhject i the prove-
sions N paragrapt (N of this Section.

{f) ine manutacture or tmportalion Of scanning receiv-
ers. and frequency converters used with scarning recerter.
that ao not compiy witn rrie provisions of Secrion 3. (2 iaf
this parr Shail Ccease 0N Or hetore Aprit 261904 Fefecrive
Apru 16. 1993, the Commussioa wiil NO: accent anntica-
tons ior equipment zuthiorizatron for receivers tkat do noi
comply with the provisions of Section i5.111 of thus Par:
This paragraph does not prohibitthe saie or use ofzu-
tnorized receivers manufactured e ihe Unitew Siores or
imponed 10to the Unued States. priorto April 251992

3.8eztion 13,121 is added to readasioliows

Section [5.121 Scanning receivers and frequency convert-
ers used with scanning receivers

sScanning recervers, and (requency CCrhertols waet wiln
scanning receivers. must be incapabie of onergticg tua-
ing). or readily heing aitered hy tne user (o onetats e
the {revuency nands allocated 1w the Domesns Puniic Cois
iuiar Racio Telecommunications decvice Raceivers cansnis
of reacily peing aitered oy tne s nchude hur zce s
HMAKE (0. thuse 10T winch the aniity (0 reve ve rane=
SiIens in (he restricted baads can he added by clinners e
feads of ur inszalling. & diode. resistor and. ur jumner vi-
Or replacinz & piug-in semiconductor chio Scannins ve-
cervers. and tregquency converters used with sgannicz re-
cetvers, must  alse be incapabie ol converving  diona!
CEUUIAT TANSTISSIONS (0 anaiog vourz audio

\PPENDIN B
Sectiar 403 of the Telephane Disclosure anc Dt opuic
Resoluiion Act {(Puh. L. 02236, enzcteq Ootoner A
[N o141 N

Sec. 30). INTERCEPTION OF CELLCLAR TELFCOM.
MUNICATIONS



rolo9aed Federal Communications Commissiorn:

per o AMEN YT - Seciiorn B2 of rae Communis
$Hons ACL O iv2< -7 U S.C 3027 s amende. - adding ar
e enu (N2 OHOWINE new sunechon:

Uy Withan (80 days aner rhe date o cractment of

thus subsection, tne Commussion shall preseribe and make
eTtecrive reguiatiors denving eguipment autiorizatng (un-
cer et 1S ol tine 47, Code of Federa! Fegulations, or anv
gmner part O dhat ntie) 1or anv scanning receiver that i<

) s

v/ TECEIVING (rEnSmissions 6 tne freaquencies a'-
wcated 0 the domesuc cellular cadio telecommuni-
CRipshy serv sy

"By readgny ... nz attered ny the user 0 recesve
Wansmissions (i suc~ trequencies. our

“(C) oeing € .. 5 . with uecoders that convert digi-
(@! Celilidr «iorsiMins:0ns [0 anaiog voiee audio

"(2) beginninz ¢ vaze nher the efiecuive daie of the
reguiations acop:+ © . Zrsusnt to peragraph (1), no receiver
naving the capaz.. w- cuscrived in subparagraph (A). (B),
OF (L) O7 paragragn (1. e+ ualn capabiitties are defined in
4N reguiations. shail e marutactured in the United

"

Hates or tminarted for use - - Unired Stares

i) REPOIRS . 10 UDNGKESS — The Curamission shall
r2port 0 Coagr=s w0 iater rhan June 1,1993, on availabie
security teatures rer botn xnalog and digitat radio sigrais.
This report shali aciude zstuav of security technologies
currenuy availante a5 wei; us those 1n development T he
study shatl assess the caozn:: - of such technologies. level
of securuty aftorued. onu cos'. ~ith wide-spread deployment
ot suchn tecnno:”’

t¢) EFFECT O™ « 7l obR LAWS — This secrion shail
not artectsectica _ .i2t of tinie 18 United Stare.; Code
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CONCENSUS OF OPPOSITION TO - CELLULAR AMENDMENT
TO THE FCC FUNDING BILL OF 1992

Prepared by Robert B. Grove
Publisher, Monitoring Times
November 14, 1991

There aremore than 10 million scanner listeners in the United
States. They agree that everyone is entitled to privacy when it
can be reasonably expected, but are dismayed that their
legislators passed the unenforceable and seriously-flawed
Electronic Communications Privacy Act of 1986 and now contemplate
an even worse law.

Section 9 of HR1674, the Cellular Amendment, was forged behind
closed doors, without public access or public discussion, and

released at Congressional recess prior to the end of the fiscal
year as a coat-tail amendment to a vital piece of legislation--
the FCC Funding Bill--all to avoid challenge.

Naturally there was no initial objection--no one knew about it.
But a groundswell of objection to this special interest
legislation is building rapidly, and the public is asking their
legislators to act responsibly.

We are aware of the influence over our representatives wielded by
the well-funded cellular lobby, but would hope that our
legislators will listen this time to some facts as well as the
marketing myths of the CTIA.

We urge the Senate to adopt--unamended--S1132, the FCC Funding
Bill, and oppose Section 9 (Interception of Cellular
Telecommunications) of the House version (HR1674) which would
prohibit the manufacture of scanning radio receivers which
include cellular telephone frequencies, for the following
reasons:

(1) The FCC, who will be required to deny type acceptance to
scanners with cellular frequency coverage, has gone on record
opposing such measures, noting that these frequencies are shared

with other services which may be freely monitored (GEN.Docket 88-
281) .

(2) Expert witnesses testifying at the ECPA hearings went on
record stating that a ban on monitoring certain frequencies is
totally unenforceable.

(3) Radio frequencies are “loaned” to services, often changing in
time. Legislation against receiving a specific frequency is in
direct conflict with the FCC’s directive to reallocate spectrum
as necessary to best serve the national interest.

(4) We already have one law prohibiting the monitoring of
cellular conversations (ECPA, 1886), and another prohibiting the



divulgence or use of anything overheard on the airwaves
(Communications Act, 1934). These existing laws are adequate to
protect a reasonable expectation of privacy.

(5) The Bill’s proponents claim it will “bring the FCC’s
equipment certification process in line with ECPA", which it will
not. Quoting FCC GEN. Docket 88-281: "...the ECPA does not
prohibit the manufacture and sale of scanners...based solely on
the ability to receive specific frequencies.”

Curiously, other ECPA-protected frequencies which carry stricter
penalties than cellular listening are unaddressed by the proposed
amendment, and shortwave radios which include ECPA-protected
frequencies ar not being altered.

(6) The responsibility of privacy protection is on the sender,
not bystanders. Quoting 89 F.Cc.c2d 450, 455: 1982, "...the
initial responsibility for signal protection should be on the
signal originator, who is in the best position to protect the
signal against unauthorized interception and use.” All users of
the radio spectrum--except the mobile telephone companies--
comply with this rule.

(7) CTIA's successful ECPA appeared to legitimize their false
claim that cellular telephones were private instead of truthfully
advising their customers that their conversations could be easily
overheard.

Section 9 is a profit expedient designed to force scanner
manufacturers to bear the cost of conforming to cellular’s
privacy illusion rather than cellular complying with the
statutory obligation to protect their customers’ privacy.

Effective scrambling is already available to customers who
request that measure of privacy. Expecting the cellular industry
to take simple measures to assure their customers privacy makes
more sense than demanding the rest of the communications industry
to change all of their products to accomodate the higher profit
motivation of the cellular industry.

The successful passage of Section 9 will remove any incentive for
the cellular industry to provide real privacy, forcing the public
to accept the claim of fake, legislated privacy.

(8) Cellular has announced that it will be digitizing their
communications within the next few years, making them
unintelligible. During that period, existing cellular-capable
scanners will still be operational. Section 9 accomplishes
nothing.

(9) Even with the successful passage of the amendment, present
and future tunable receivers, test equipment, TV sets, VCRs and
frequency converters would still legally tune cellular
frequencies.



Even cellul ar-censored' scanners-will readily receive, without’ -
modi fication, cellular "images", duplicates of the original - "7
signal in another frequency-range unaffected by the ban: wTii:iaz
Li steners cannot avoi d hearing cellular communications while
noni toring unprotected frequencies in those non-cellul ar ranges?"
- : Tt T e g N SRS R SN S T VR S
Cur judicial system has historicaIIY held  that’ i gnorance-bf the!
law 'is no excuse: ignorance of the [aws of physics is no excuse
for Congress to inplenment inherently faulty Iegislation.‘“*ﬂ~+?

(10) Since the proposed |egislation bars only manufacture and not”
sal es, possession or use, it appears that cellular-capable
scanner kits as well as home-made scanners would remain lawful."".

(11) The Bill bans the manufacture-of scanners 'that can be' "

"readily-altered" to receive cellular. What- constitutes readily-«:
altered? Adding an external converter? In that case, no scanners
of any type could be manufactured, since any-one of' them could: be
"altered" to receive cellular.” - o L

OIS NI o &S R

(12) Cellul ar tel ephones are like any other two-way radi 0os; they”
broadcast radio waves for many miles. Consumer electronics™ ™ 727"
equi pnent is notoriously vulnerable to radio signals; many non-"i"
scanner products--TVs, VCRs, portable radios--unintentionally
pi ck-up cellular phone calls. The cheaper they are, the nore -~
vul nerabl e and pervasive they are in American households. - -

(13) The courts have continuously held that radi o transm ssions
may have no reasonabl e expectation of privacy (U S. v. Hoffa, 436
F.2d 1243, 7th Cr. 1970), and the laws of Congress w |l not
change the laws of physics.

(14) A ban on cellular-capable scanners would deprive mllions of
l'i censees an inexpensive, reliable and legal way to nonitor
interference they may be causin? to the cellular services, as
wel | as determ ne whether interference they are experiencing may
be caused by a cellular system (as all owed under the ECPA).

(15) The ban would deprive Part 15 users and Experinental O ass
l'icensees their |egal access to inexpensive, readily-available
receiving equi pment for their authorized services.

(16) The term"cellular'* is generic, referring not only to radio
t el ephones but any radio system which utilizes this technol ogy.
The wording of Section 9 would create a regulatory nightnmare for
Congress to resol ve.

(17) Section 9 establishes a dangerous precedent by encouraging
other licensees and special interest groups to demand equal
protection by frequency censorship, inviting abuses of the
?pe?trunlto go unnonitored and unreported by conscientious

| st eners.

The FCC is unable now to police the airwaves, even before




frequency- censorship. Virtually every. FCC .investigation comes . . . -
from outside nonitoring, Section 9's restrictions would have a o
ch|II|ng effect on citizen- |nvolved reportlng and enforcement.. -

(18) One of the pr1v11eges hlstoncally accorded to U S., c1t1zens
i s public access to the airwaves, a fight ‘that would be den i ed
MAth a prohlbltlon against'such' access.. el ,er- e heia
o B Ze sne T Y e e R T
The amendment. accents a danger ous’ p0| itical . precedent' R
totalitarian countries now have nore Ilstenlng freedons than

Anericans have, - /

(€3

- - —= .

(19)One of thelargest dealers reports that 90% Of -his cellular-
capabl e scanners, all of which are manufactured in A5|a are sold
to the u.s. governnent Many others go to | aw enforcenment - -
agenci es to gather. evidence during Crlmmlnalunvesnganon

Wth cellular coverage banned, . manufacturers would redirect their
sales to other world consuner nmarkets,: leaving.no American..-- -
alternative except exhorbitant |aborator instrument& ' seriously
conpronmising legitinmte investigation.-Even. t hese remai ning.
instrunents are:-all large and heavy,,_deprlvu'xg fleld agents of--
vital portablllty : IR N -3 A e L

LJ\..au. PP - 3.

(20) Reallstlcally, the& is no reason to expect such a:’séanner‘
ban to be any more effective than present restrictions against.
uncertified CB radios, computers and’ other contraband which is

freely distributed in the United St ates.

Concl usi on:

Cel lul ar conpani es have an obligation to consuners to provide
privacy; this can only happen wth scranmbling. Successful passage
of Section 9 will deny such privacy, endorsing cellular's nore
profitable charade il e eavesdroppi ng continues unabat ed.

Until the cellular industry follows their statutory directive to
protect the privacy of their custoners, we would propose a
sinmple, inexpensive and effective alternative amendnent: Require
all' cel lul ar tel ephones to carry a warning |abel cautioning the
user that his conversations nay be easily overheard.



February 1, 1993

Donna R Searcy

Secretary, Federall Communications Conmi ssion
Room 222; 1919 M Street

Washi nt on, DC 20554

Ref. Docket 93-|

In accordance with the provisions for conment on pending FCC
rul emaking, the followi ng coimments are submitted in response to
ET Docket No. 93-1,. Amendnent of Parts 2 and 15 to prohibit the
Mar keting of Radi o Scanners Capable of Intercepting Cellular
Tel ephone Conversati ons.

(1) A redefinition of a scanning receiver as described in
CFR Title 47, Part O 19, section 15.3 (v) would read as foll ows:

For the purpose of this part, a scanning receiver shall be
defined as a channelized VHF/ UHF radio receiver specifically
designed to allow the selective entry into multiple nenory
| ocations discrete radio frequencies without regard to nuneric
sequence or consistent spacing in the spectrum and which
autonmatically sanples those nenory locations in rotation for
signals to be nonitored. Receivers intended for operation as part
of a licensed station are not included in this definition.

(2) A definition of a scanning receiver capable of "readily
being altered by the user" (Docket proposal, paragraph 5 and 7)
woul d be one which acconodates the installation into its existing
internal circuitry an additional, readily-available conponent: or
whi ch acconodates the sinple expedient of renoving, replacing or
cutting an internal circuit conmponent, and which can be
acconpl i shed by a person who possesses mnimal technica
know edge.

(3) The prohibition against scanners "being equipped wth
decoders that convert digital cellular transm ssions to anal og
voi ce audi 0" is redundant and unnecessary. |f the scanner cannot
receive cellular transm ssions, then it cannot provide anal og
audi o from such transm ssions.

In addition, no manufacturer can, in good faith, certify
that its scanner cannot be equipped with a digital to anal og
coverter. The FCC is forcing manufacturers to perjure thenselves
to do busi ness.

(4) Wiile purporting to be responding to the Tel ephone
Di scl osure and Dispute Resolution Act and the Electronic
Communi cations Privacy Act, the Conm ssion actually exceeds the
bounds of its Congressional directive by proposing a ban on
frequency converters which are not, in fact, opposed in either
Act



Desi gni ng and manufacturing a frequency convertor for the
legitimate reception of 806-960 MHz amateur, public safety,
experimental and other unprotected services, yet which does not
respond to signals in the cellular frequencies, is not feasible.

By banni ng frequency converters the Comm ssion invents an
unjustified and repressive rul emaking which will stifle many
smal | American busi nesses who depend upon the marketing of such
| egitimate accessories during this sensitive period of American
el ectronic recovery.

Respectful Iy,

Bob G ove
President, Gove Enterprises
Publ i sher, Monitoring Tines
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PREFACE

This report is provided in compliance with Section 403(b) of the Telephone Disclosure and
Dispute Resolution Act (Pub. L. 102-556, 106 Stat. 4181). This Act required the Federal
Communications Commission to adopt rules prohibiting the manufacture and import of
scanning receivers capable of eavesdropping on cellular radio signals. Further, this Act
requires the Commission to report on available security features for both analog and digital
cellular radio signals, along with cost information on such features.
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INTRODUCTION

This report responds to Section 403 of the Telephone Disclosure and Dispute Resolution Act
(TDDRA), Pub. L. 102-556. Section 403 requires the Federal Communications Commission
to prescribe regulations denying equipment authorization for certain scanning receivers
capable of receiving cellular radio communications; and, report to Congress by June 1, 1993,
on available security features for both analog and digital cellular radio signals.

In this report, we first summarize the provisions of the TDDRA and the Commission’s
actions to adopt rules prohibiting scanning receivers in accordance with the TDDRA. We
then briefly describe how cellular radio systems operate and how eavesdropping on cellular
communications occurs. We next provide an overview of the techniques currently available
to impede eavesdropping for the current analog cellular system. Information on the cost of
these technologies is included, as requested in the TDDRA. Finally, we discuss the
development and implementation of new digital cellular technology that is expected to be
significantly more resistant to eavesdropping than the current cellular technology.

TELEPHONE DISCLOSURE AND DISPUTE RESOLUTION ACT

On October 28, 1992, the President signed the TDDRA into law. Paragraph (a) of Section
403 of this Act adds a new Section 302(d) to the Communications Act of 1934 (47 U.S.C.
Section 302). New Section 302(d) requires that by April 26, 1993 (180 days after enactment
of the TDDRA), the Commission prescribe and make effective regulations henying
equipment authorization for any scanning receiver that is capable of:

receiving transmissions in the frequencies allocated to the domestic cellular radio
service, o

readily being altered by the user to receive transmissions in such frequencies, or

being equipped with decoders that convert digital cellular transmissions to analog
voice audio.

Further, new Section 302(d)(2) provides that, beginning one year after the effective date of
the regulations adopted pursuant to paragraph (d)(I), no receiver having such capabilities
shall be manufactured in the United States or imported for use in the United States.

As defined in the Commission’s rules, scanning receivers, or “scanners,” are radio receivers
that can automatically switch between four or more frequencies anywhere within the
30-960 MHz band. ' In order to control their potential to cause harmful interference to

' See 47 CFR Section 15.3(v).



authorized radio communications, the Commission’s rules require that scanners receive an
equipment authorization (certification) from the Commission prior to marketing.* The
Electronic Communications Privacy Act of 1986, Pub. L. 99-508, in part, made it illegal to
intentionally intercept cellular communications or to manufacture equipment primarily useful
for the surreptitious interception of cellular communications.’ However, the Commission
was not given specific authority t0 deny equipment authorization to scanners that receive
cellular frequencies. As a result, such scanners have been routinely authorized by the
Commission.’

In response to the TDDRA, on January 4, 1993, the Commission adopted a Notice of
Proposed Rule Making in ET Docket No. 93-1, proposing to deny equipment authorization to
scanning receivers that: 1) tune frequencies used by cellular telephones; 2) can be readily
atered by the user to tune such frequencies; or, 3) can be equipped with decoders that
convert digital cellular transmissions to analog voice audio.” The Notice also proposed to
deny equipment authorization (notification) to frequency converters that tune, or can be
readily altered by the user to tune, cellular telephone frequencies.® To assist the
Commission in determining compliance with these requirements, it was proposed that
applicants for certification of scanners, and for notification of frequency converters used with
scanners, be required to include in their applications a statement stating that the device
cannot be easily atered to enable a scanner to receive cellular transmissions.

2 See 47 CFR Sections 15.101 (a) and 2.1031 et seq.
3See 18 U.S.C. Sec. 2.511, 2512.

*In the past Jive years, 22 different models of scanning receivers capable of receiving
cellular telephone transmissions have been issued grants of equipment authorization by the
Commission. During this same period, ten other models capable of tuning frequencies
benveen 806 and 900 MHz except for the cellular bands have also been authorized. Several
publications currently on the market describe relatively simple modifications that users can
make to many of the latter scanning receivers to enable that equipment to-receive cellular
telephone transmissions.

* See Notice of Proposed Rule Making in ET Docket No. 93-1, adopted
January 4, 1993, 8 FCC Rcd 359 (1993).

¢ There arc a number of frequency converters on the market thar convert cellular
radio transmissions in the 800 MHz band to lower frequencies. These devices can be easily
used in conjunction with scanners that receive frequencies below 800 MHz to enable the
reception of cellular relephone transmissions. These converrers are receivers subject to
authorization under the notification procedure, as described in Section 15.101 of rhe FCC
rules (47 CFR Section 15.101).



Forty six parties filed comments on the Norice and six parties filed reply comments. A large
number of commenters, presumably most of them scanner enthusiasts, opposed adoption of
any rules that would restrict the tuning capabilities of scanners. Manufacturers of scanners,
and cellular service providers, in general supported the Commission’s proposed changes
while suggesting a few minor modifications.

On April 19, 1993, the Commission adopted a Reporr and Order in ET Docket No. 93-1,
implementing regulations that prohibit the manufacture or importation of scanning receivers
capable of tuning cellular radio frequencies in accordance with the TDDRA." The
regulations provide as follows:

the manufacture or importation of cellular scanning receivers capable of receiving
cellular frequencies must cease as of April 26, 1994,

no such scanning receivers will be authorized by the Commission after April 26,
1993;

frequency converters that tune cellular frequencies are treated in the same way as
scanning receivers,

for scanning receivers that tune frequencies outside the cellular frequency bands, the
manufacturer must confirm, as a condition of FCC equipment authorization, that the
equipment cannot be readily altered by the user to receive transmissions in cellular
frequency bands;

and, scanning receivers must be incapable of converting digital cellular transmissions
to analog voice audio.

Paragraph (b) of Section 403 of the TDDRA states that the Commission shall report to
Congress no later than June 1, 1993, on available security features for both analog and
digital radio signals. This report is to include a study of security technologies currently
available, as well as those in development. This study shall assess the capabilities of such
technologies, the level of security afforded, and cost associated with wide-spread deployment
of such technologies.

HOW A CELLULAR TELEPHONE SYSTEM WORKS

In order to understand how it is possible to eavesdrop on a cellular telephone conversation,
and ways to inhibit eavesdropping, it isfirst necessary to understand the basic principles of

7 See Report and Order in ET Docker No. 93-1, adopted April /9, 1993, FCC Rcd
(1993).



operation of cellular systems. Cellular
telephone systems provide access to the
Public Switched Telephone Network A \

(PSTN) using radio frequency links between - ™
mobile phones and a network of radio base ¢

stations, as shown in Figure 1. The /\ \\\

operating area served by each base station is .

(o
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-

N

caled a cell. Each cdl is assigned a set of I g
operating frequencies by the service f

provider. D

Figure 2 illustrates how cellular systems Figure I: Cellular mobile phones are

efficiency through reuse of frequencies in base stations.
the network of cells. Two fundamental
principles are applied in assigning frequencies to each cell:

The frequencies assigned to two adjacent cells must be different to avoid interference.
Frequencies may be reused two cells away.
When it IS necessary to increase communications capacity, large cells are split into smaller

cells by reducing base station transmitter power and adding new base stations. Frequencies
are reused in the smaller cells by applying the above principles.

At the heart of the cellular system_is ahighly-

complex computer switch. The switch performs
.$ severa functions:

NN It determines which of the base stations will
~ be used to communicate with the mobile
/7 AZA NN unit.

It instructs the mobile unit to tune to the
frequencies that will be used for each
particular conversation.

Figure 2: Overhead view of cellular
nenvork showing how adjacent bare
stations (““cells ") use different
communication channels.

It connects each call to the PSTN.



The cellular switch is able to carry out the above functions dynamically. This enables the
cellular network to “hand-off’ calls from one cell to the next in mid-conversation as the
mobile unit moves about the service area. (See Figure 3.) Since no two adjacent cells are
assigned the same base station frequencies, a hand-off always results in a change of operating

Public Switched

Telephone Cellular Switch
Network

Figure 37 A basic cellular telephone system.
frequency. The hand-off from one cell to the next is transparent to the user.

The Commission licenses two cellular service operators in each s&vice area. Cellular
service areas typicaly encompass metropolitan areas or major highway routes in rural areas.
One license is assigned to the local wireline common carrier; the second license is assigned
to a competitor. Non-wireline licenses may be sold, and today, carriers have purchased the
non-wireline licenses in many service areas to offer wide-area contiguous service.

Each cellular licensee is provided 25 MHz of spectrum, for a total of 50 MHz of spectrum
available for cellular service in each service area. The cellular frequency bands are 824-849
MHz for mobile transmitters and 869-894 MHz for base transmitters.

Table 1 lists the cell, channel and frequency statistics of a cellular system. The 50 Mhz of
cellular spectrum is divided into 1,664 channels that are spaced 30 kHz apart. Since two-
way conversation reguires two channels, this trandates to 832 two-way, or duplex channels.
Forty-two duplex channels are used for cellular network control purposes, such as for initial



Frequency Bands $24-849 MHz, 869-894
MHz

Channel Spacing 30 kHz

Control Channels per system 21

Communication Channels per system 395

Maximum Communication Channels per cell 57

Typical Cell Size 20 km maximum
diameter;
4 km minimum
diameter.

Table I: Cellular system spectrum usage. The Commission authorizes nvo cellular
systems in each service area.

call set-up, leaving 790 duplex channels available for communications. Since two cellular
systems can be assigned to each market, 395 duplex communications channels and 21 control
channels are assigned to each system. A typical cellular system uses a 7-cell frequency re-
use pattern resulting in 395/7 = 56.4 communications channels per cell. In other words, up
to a maximum of 57 conversations may by held simultaneously in any given cell.

Severa factors are taken into account in establishing cell sizes. One important factor is the
power limitation of the mobile unit. For example, operations with battery powered hand
held units are not possible in some areas of large cells. Another important consideration is
the distribution of service demand acrossthe service area.  High density areas require more
cells to meet high communications traffic demand. Another factor is costs: base stations cost
up to $1 million to construct.*

The cell size is determined by the power of the base station transmitter. Typically, cells are
no larger than about 20 kilometers (12 miles) in diameter and no less than about 4
kilometers (2.5 miles) in diameter. As a cellular system matures, large cells are gradually
split into smaller cells to accommodate the increase in communications traffic due to
subscriber growth.  For instance, a system may begin service with about 10 cells and
eventually grow to 50 or more cells through cell splitting.

8 Neil J. Boucher, The_Cellular Radio Handbook, (Mendocino, California: Quantum
Publishing, inc. ,/990), pp. 346-347.




CELLULAR SCANNING RECENERS

The advances in microelectronics and receiver design that occurred in the 1970s made it
practical to develop consumer FM scanning receivers capable of tuning hundreds of radio
channels. Scanning receivers include a microprocessor that can be programmed by the user
to monitor specific radio channels. These receivers generaly differ by the radio
communication frequency bands they can tune and their degree of programmability. Most
are designed to cover the mobile communications frequency bands used for police, tire,
aeronautical, maritime, and business communications. Some include coverage of the cellular
radio frequency bands. Scanning receivers typically sell on the retail market for $ 100 to
$300, and are available in retail stores throughout the United States.

Scanning receivers have the potential to generate radio noise and therefore possibly to
interfere with radio communications services. To ensure compliance with standards
designed to control radio interference, the Commission requires that all scanning receivers
comply with its equipment authorization procedures prior to being marketed. In the past five
years the Commission has authorized 22 scanning receivers capable of tuning the cellular
frequencies. An additional 10 units have been authorized that tune to frequencies near the
cellular frequency bands; these units can probably be modified by the user with minimal
effort to tune the cellular frequency bands. Manufacturers are not required to report sales
figures to the Commission and we are unaware of any reliable sales estimates.

HOW EAVESDROPPING OCCURS

Eavesdropping on cellular telephone conversations is a violation of the Electronic
Communications Privacy Act of 1986.° However, it is extremely difficult to detect the act
of interception, thereby posing challenges for enforcement efforts. From a technical
standpoint, several factors make it easy to monitor cellular conversations. While some
characteristics of cellular system operations do pose impediments to monitoring of a specific
individual or conversation, there are ways they can be overcome.

Almost all current cellular radio operations employ unencrypted, standard analog FM
modulation.” A simple FM receiver that can tune to the cellular frequencies is all that is
required to listen to cellular telephone conversations that are transmitted using standard FM

% See Electronic Communications Privacy Act of 1986, Pub. L. 99-508.

1 FM modulation is the same rechnique used in FM broadcasting, as well as rhe
audio portion of TV signals and most other business, police, and fire mobile communicarions
equipment.



modulation. More sophisticated devices such as scanning receivers make it possible to
quickly locate, and eavesdrop on, occupied cellular channels.

While there are nearly 800 cellular two-way voice channels available for cellular systems in a
service area, as noted earlier only a fraction are used in any given cell.  This reduces the
number of channels that may be used at any given location to about one hundred. A
scanning receiver can quickly scan through all the channels, identify the ones in use at a
particular location, and be programmed to monitor those channels. The scanner will tune
through each of the channels programmed by the user and stop whenever it detects a
conversation. The user can decide whether to listen to the conversation, or skip to another
channel.

The fact that the cellular system selects the cells and frequencies to be used for a given
telephone call and hands-off the call from one cell to another makes it difficult to eavesdrop
on a specific individual or conversation. However, these impediments can be overcome to
some degree. For example, if the location of the individual to be intercepted is known, it is
easy to determine which cell is likely to be used and, with proper research, the frequencies
available at that cell. If the cellular user’s conversation is occurring in a large cell, there is
less likelihood of a hand-off. Further, hand-offs can be dealt with somewhat by following
the mobile cellular user as he or she moves about the cellular service area. To better
increase the chances of eavesdropping on a particular conversation, multiple scanners and
audio recorders might be used.

More advanced monitoring techniques are also possible. With the proper equipment, an
eavesdropper could monitor cellular control channels to obtain the identification number of a
particular cellular radio user. This would enable the eavesdropper to track a particular call
through the cellular system.

Of course, commercia radio service equipment is available that is technically capable of
monitoring and tracking specific cellular conversations. Further, we are aware that it is
possible to program standard cellular mobile radios through the apha/numeric keypad to tune
to any cellular channel. Such programmability is necessary for servicing and repairs. At
this time, it does not appear necessary or appropriate to control the availability of radio
service equipment covering the cellular frequency bands or the programmability of cellular
radios. To do so would greatly impede servicing of cellular systems and equipment.

SECURITY FEATURES FOR ANALOG CELLULAR SYSTEMS

The current analog cellular technical standard has its roots in technology developed more
than 20 years ago and was never envisioned to be voice-secure so as to preclude
eavesdropping. At that time, low-cost scanning receivers capable of tuning cellular
frequencies were not even on the horizon, so the developers of the analog standard had no
reason to make it voice-secure.



Voice security for the current analog cellular systems has only recently received significant
attention. In the last few months, several manufacturers have announced voice security
products for analog cellular systems. The consumer products that they are offering scramble
the voice portion of a cellular signal using a variation of an encryption technique called
“frequency inversion.” In a frequency inversion system (see Figure 4) the audio frequencies
being transmitted (typically voice) are inverted around a split frequency, resulting in a sound
that is virtually unintelligible to an ordinary receiver. A frequency inversion system typically
switches the high and low frequencies in a transmission. This unintelligible audio signal is
then fed into a cellular transmitter, transmitted through the air, and inverted again at the
cellular receiver. A second inversion, at the receiver, restores the audio signal to its original
form, making it once again intelligible.

A simple frequency inversion system where
the same split frequency is constantly being

used is relatively easy to decipher.
Moreover, it can reduce operating range by \/\
as much as 60 percent.*’ This reduction in \//\]
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K
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operating range leaves gaps between cells
where the user is unable to obtain

satisfactory service. The service provider puT spuT
can compensate for these gaps in coverage FrEQUENeY FREQUENCY
by adding more cells, but the cost of each ® ®)

new cell can easily exceed $1 million.
Because of these factors, simple frequency

inversion systems have gamed little support  Figure 4: A voice audio signal (a) and its
from the cellular industry in the past. inverted counterpart (b).

The.new encryption products currently on

the market have improved on simple frequency inversion by using sophisticated electronic
circuits to change the split frequency being used many times per second using a randomly
generated code known only to the cellular transmitter and receiver. This procedure makes it
much more difficult for an eavesdropper to decipher the transmitted signal. Also, because
more elaborate filters are required at the receiving end of the encrypted signal to keep up
with the changing split frequency, the ability of the receiver to distinguish between
extraneous noise and the actual cellular signal is significantly improved, thus minimizing the
loss of coverage range. The enhanced capabilities in the mobile radios does, however,
increase the cost of these units.

Cellular telephone encryption systems can be provided by cellular operators as a service to
their customers. They can also be provided by end-users, or third parties, independently of
cellular operators.

"Boucher, p. 432.
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Encryption service provided by cellular operators. AT& T has announced that they are
introducing the “AT&T Advanced Cellular Privacy System.” It consists of encryption
equipment installed at the cellular operator’s switch and in portable and mobile phones.
According to AT&T, this system uses a combination of frequency inversion and time
scrambling to encrypt the over-the-air signal so that anyone intercepting it will hear only a
chirping sound. The cost to consumers of mobile phones that incorporate this encryption
technology can range from $600-$700 (for an AT&T privacy module that adapts to a variety
of mobile and transportable phones) to $1,300-$1,500 (for an AT&T portable phone that
includes built-in encryption circuitry). This compares to current cellular mobile and portable
unit costs of $300-700." In addition, users can expect to pay a monthly “subscriber” fee to
the cellular service provider of somewhere between $10 and $20. The cost to cellular
operators of the most basic configuration of encryption equipment installed at the switch is
expected to be about $52,000. This minimum configuration would provide encryption for 24
T1 channels, (that is, 24 simultaneous cellular phone conversations) within the cellular
system where it is installed.

The main advantages of the AT&T system are that 1) the level of privacy is very high
because the system scrambles the signal in both the frequency and time domains; and, 2) it
provides encryption of the over-the-air portion of the cellular phone conversation no matter
who is the other party to the conversation. Its main disadvantage is that it may not provide
privacy protection when the user is “roaming,” i.e., out of range of a carrier with the
encryption equipment installed in its switches. This short-coming is aleviated in some
cellular systems where carriers with contiguous markets join to offer a “seamless’ service by
“sharing” subscriber data and billing.

Several other companies have also developed encryption systems for installation at cellular
switches. PrivaFone Corporation of Towson, Maryland markets a system that operates in a
manner similar to the AT& T system described above. PrivaFone’s mobile encryption
equipment can be used with most mobile phones. The PrivaFone mobile equipment costs
approximately $700 to $1000, in addition to the cost of a conventional cellular mobile unit.
A monthly service charge for encryption is also added by the cellular operator and runs
between $10 and $20. The cost to cellular service providers of the most basic configuration
of PrivaFone equipment is about $20,000. This minimum configuration provides encryption
for 12 T1 channels (12 simultaneous cellular phone conversations) within the cellular system
where it is installed.

Encryption service provided bv end-users or third parties. Some companies are
developing cellular voice security techniques that do not require modification of the cellular
system. One such system, for example, is PrivaFone’s Line Privacy Unit that can be

'2 Mobile units are also available at significantly lower prices where the consumer
also accepts a contract for service with a cellular operator for a specified period of rime,
usually one year.
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installed at an office switchboard. Mobile
phone users must be equipped with an
add-on PrivaFone unit. Mobile users place
calls to their office switchboard through the
Privacy Unit (an encryption/decryption
device) to get an outside line. If the call
through the outside line is to another
cellular mobile unit that does not use
encryption technology, however, that link of
the call will not be protected. PnivaFone’s
office unit retails for about $1000. Because
the cellular service provider is not involved

Figure 5. The PrivaFone system encrypts
cellular calls independent of cellular service
providers, and without the need for encryption
equipment at the non-mobile phone.

in this encryption scheme, there is no
monthly encryption charge.

Safecall Inc. of Wethersfield, Conn., plans
to offer a similar device for $600 that can
be plugged into cellular phones. However,

under Safecall’s approach, the device would scramble a call and automaticaly dial a
switchboard over a toll-free number. The switchboard would unscramble the signal and
relay the call over the landline telephone network. Customers would pay $5 a month as well
as 95 cents a minute, in addition to the normal cellular charges.

SECURITY FEATURES FOR DIGITAL CELLULAR SYSTEMS

As indicated above, aimost all cellular
phone networks today use analog
transmitting equipment. However, several
factors are driving cellular systems to
implement new digital cellular technology.
The main advantage of digital cellular
technology is an increase in system
communications capacity due to the
robustness of digital signals and availability
of signal processing techniques including
audio compression. Increases in capacity
are needed to accommodate the growing
number of cellular subscribers, particularly
in maor metropolitan areas. Higher system
capacity offers consumers better service by
reducing the likelihood that a call will be
blocked from access to the network.

———
————
—
e o

Figure 6: An analog cellular radio signal (a),
Is convened ro a digital cellular radio signal
(b) -- a stream of pulses representing the
computer language of /s and Os.
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Digital technology also offers improved performance features, such as voice security and
improved compatibility with landline digital networks for transmission of facsimile and
personal computer data.

Digital radio techniques convert analog signals, such as voice, into a stream of digital pulses
that represent Is and Os, as shown in Figure 6. The stream of Is and Os is encoded by a
microprocessor and then is used to modulate a radio transmitter. The digital pulses sound
like hiss when listened to over-the-air with conventional radio receivers. A receiver that has
a microprocessor that can properly decode the digital pulses is used to recover the original
audio signal. The coding and decoding occur virtually instantaneously and without the
knowledge of the user. The microprocessor can be programmed in very sophisticated ways
so that it is extremely difficult for an eavesdropper to decipher the voice signal.

In 1988, the Commission amended its rules to enable cellular operators to offer digital and
other new technologies in the cellular frequency bands if they choose to do so.'* This
flexibility was conditioned on the cellular operator continuing to provide an appropriate
quality of service to analog users.

The Telecommunications Industry Association (TIA), which is composed of cellular
equipment manufacturers, working in conjunction with cellular service providers under the
auspices of the Cellular Telecommunications Industry Association, in May 1990, adopted an
interim standard 1S-54 for digital cellular systems.'* This standard is based on use of a
technique called Time Division Multiple Access (TDMA). In TDMA each of the voice
signals is digitized and compressed to take up less time. The compression is accomplished
by removing the “dead air” time in conversations. The digitized signals can then be assigned
time dlots for transmission. Each cellular TDMA transmission uses the same 30 kHz of
bandwidth as an analog FM transmission. A TDMA signal is illustrated in Figure 7.

The 1S54 standard includes capability for sophisticated voice encryption. In fact, use of the
encryption technique employed in this standard required approval by the National Security
Agency. The degree of security provided by this and other digital communications
technologies has received considerable attention from the Federal Bureau of Investigation and
the National Security Agency in the past two years because of their concern that digital
techniques will greatly impede legal wiretapping and monitoring for law enforcement

purposes. '*1%

13 See Report and Order, General Docker No. 87-390, 3 FCC Rca 7033 (1988). See
also 47 CFR Section 22.930.

¥ See EIA/TIA Interim Standard, 1S-54, Cellular System Dual-Mode Mobile Station -
Base Station Compatibility Stondard.

'3 Sessions, William S., “Keeping an Ear on Crime, " The New York Times,
March 2 7, 1992. p. 435.
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The voice security feature of 1S-54 will be
incorporated in the new generation of dual-mode
(analog - digital) mobile units and is expected to
be offered by cellular system operators as an
optional service. The standard calls for use of a
528-bit field consisting of two 260-bit masks for
voice privacy on a digital traffic channel. One
mask is for speech transferred from mobile to
base; the other from base to mobile. The masks

Figure 7: In TDMA each subsriber
signal is digitized and assigned a time
slot for transmission. Since the time
slots are assigned irregularly, it is
difficulr to ‘decode ' a panicular
subscriber conversation.

are calculated using a digital bit stream that is
generated during call set-up. This bit-stream is
partially random for each call. While no
security system can be considered fool-proof, it
appears that the 1S-54 standard provides a high

level of security protection.

TIA is developing a second digital cellular
standard based on a technology called Code
Divison Multiple Access (CDMA). CDMA is a
form of spread spectrum communications, a
technique long used by the military for secure
communications. With CDMA, as illustrated in
Figure 8, the digitized voice signal is mixed with
a randomized code sequence that is unique to
each mobile unit. The combined digital signal
modulates the transmitter’in such a way as to
produce what appears to be radio noise. CDMA
signals are very wide -- typically one to ten
megahertz -- as compared to TDMA or the
current analog cellular signals. CDMA signals
are nearly impossible to detect unless a receiver
is used that has the proper decoder and is
programmed with the correct code sequence.
Considerable debate and study is under way in
the celular industry as to whether TDMA or
CDMA provides greater improvements in system
capacity and quality of service at the most
economical cost.
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Figure 8:. In CDMA the subscriber signa
is digitized and then added to a random
digital signal.  This makes the combined
signal difficulr to decode without the
key.’

' Markoff, John, “New Cellular Phones Raise A National Security Debate,” The New

York Times, February 6. 1992, p. D1.
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Digital systems have only just begun to be put into operation. McCaw Cellular
Communications announced on March 18, 1993, that service on the first al-digital cellular
system in the United States has been initiated in South Florida. Southwestern Bell Mobile
Systems also announced, on the same day, a 4,000-customer tria of its digital system in
Chicago, to be followed later this year by digital service throughout its entire Chicago
system. Both of these systems employ TDMA technology.

Qualcomm has been testing cellular systems that use CDMA technology in conjunction with
Bell Atlantic, Ameritech, GTE, U.S. West and other cellular service providers. Currently,
PacTel is operating an experimental CDMA system in San Diego. It is expected that, by the
end of next year, full commercial operation of cellular networks that use CDMA technology
will have begun in some U.S. cities.

It is generally anticipated that digital technology will be implemented widely in cellular
systems. However, cost issues are likely to affect the timing. Currently, digital cellular
mobile units cost approximately twice as much as analog models. There is also the
substantial costs of converting the base station transmission equipment. Outside of maor
cities, there may be little need of, or benefit from, increased system capacity. However, this
could change as new types of data services are introduced over cellular systems. The pace of
digital conversion may liein the hands of subscribers and their demand for the technology.

CONCLUSIONS

Most cellular telephone calls today are relatively easy to intercept because they are broadcast
over-the-air as analog, unencrypted FM radio signals. This situation is expected to change in
the future. First, the recently adopted prohibition on manufacture and importation of
scanning receivers that can tune cellular frequencies, should stem the tide of equipment
available for eavesdropping. Second, voice-secure equipment is becoming available for the
current analog cellular systems. Finally, new digital cellular technology that will greatly
increase the difficulty of eavesdropping on cellular telephone conversations is beginning to be
implemented and may well ultimately resolve this problem.

Experience has shown that no encryption technique is fool-proof. At best, all one can do is
try to make decryption extremely difficult and expensive. Because the solution to cellular
eavesdropping will come from technological development and deployment, further legislative
or regulatory action would not likely ameliorate the current situation. However, to the extent
encryption technology improves and abuses nevertheless persist, legislative or regulatory
action might then be advisable.
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blast Burris’ opinion

By Andrew Gottesman

TRIBUNE STAFF WRITER

The cellular telephone industry
reacted shargly uwdaé/ to 1lli-
nois Atty. Gen, Roland Burris’
Statement” that using a police scan-
ner to eavesdrop on cdlular or
cordless telephone calls is lega
under state [aw because callers
have “no reasonable expectation
of privacy.” _

at's” because eavesdropping
oncellularcall shasbeenafederal
crime since 1986, according to in-
dustry officials and legal experts.

_Monday’s lega opinion by Bur-
ris said ‘eavesdropping on such

calls was not prohibifed by the

state. But Burris’ opinion, Which
serves as a guide for [llinois
prosecutors, neglected to point out
the federal ban.

On Tuesdr@/, the Cellular
Telecommunications |ndustry As-
sociation in Washington isslied its
?wn firm opinion about the mat-
e. .

“As an industry, we are totally
committed to the persond privacy
of cellular telephone users” the
asociation’s statement said “Cel-
lular was never meant to be a
‘bro_adcast—tytpe’ savice, like CB
radios, but rather, wireless
teflephony. The yesgr%e %( Al;a‘non
Of privacy enjoyed neri-
cans on the tradm%nal wired
phone network should apply to
cellular” _ _

Evan Richards, vice president of
Persond  Communication Systems
at Chicago-based Ameritech, said
the 1986 law came into being pre-
cisely because Congress thought
customers had a right to expect
privecy. .

“I think this opinjon gives you
the feeling that you can't trust
your phone, and that’s not the
case,” he said. _

So why would Burris issue such
an opinion?

“We weren't asked about federal
law,” said Emie Slottag, a spokes-
man for Burris. “\We were asked
about Minois |aw.”

Cellular phones, such as car
telephones,  operate within a net-
work such as Ameritech or Cellu-
lar One. Cordless phones are low-
Bg;/eyered radios, transmitting to

units in the home. Both use
norma radio waves, and therefore
are subject to eavesdropping by
relatively inexpensive devices

such as & police scanner, which :

ae commonli)]/ used by hobbyigts.
Cordless phones aré not covered
under the 1986 federal law, mainly

photo by Can wagner

Tribune
Atty. Gen. Roland Buris says
cellular-phone eavesdropping is
legal under state law.

because they an? smply too easy
to overhear on a scanner. Still,
anybody trying to eavesdrop on a
cordless conversation needs to be
nearby.. ,

in effect, the attorney eral's
opinion changes little, because
eavesdropping on cellular, com-
munications has been illegal

under U.S. law and eavesdropping

on cordiess communications never.
has been prohibited.

Burris was responding to a very
narrow question when he issued
his opinion Monday.

Jersey County State’s Atty.
Richard Ringhausen had askéed
Burris if an Hlinois law prohibits
somebody from recording a cellu-
lar or cordless conversation re-
ceived Over a police scanner. Bur-
ris. without addressing federal
law, answered that the-state Stat-
ute does not carry such a prohibi-
tion.

David Strauss, a professor of
law at the University of Chicago,
said that states don’t automatical-
ly outlaw everything prohibited
by the federal government. It's NOt
illegal under Miinois |aw, for ex-
ample, to counterfeit U.S. curren.
cy. he said. _

In any case, the lega rulings are
becoming more and more moot.
Digital technology now allows.cel-
lular and cordless customers to
scramble their signds, so eaves
droppers just get a fax-like tone.

And a1992 law, making it ilfegal
to manufacture or import scan-

ners that can pick up cellular fre-

quencies, JOes iNto efrect Friday.
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